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Question: 1 
   
In a Panorama template which three types of objects are configurable? (Choose three) 
 
A. HIP objects 
B. QoS profiles 
C. interface management profiles 
D. certificate profiles 
E. security profiles 
 

Answer: ACE     
 

Question: 2 
   
Which value in the Application column indicates UDP traffic that did not match an App-ID signature? 
 
A. not-applicable 
B. incomplete 
C. unknown-ip 
D. unknown-udp 
 

Answer: D     
 
To safely enable applications you must classify all traffic, across all ports, all the time. With App-ID, the 
only applications that are typically classified as unknown traffic—tcp, udp or non-syn-tcp—in the ACC 
and the Traffic logs are commercially available applications that have not yet been added to App-ID, 
internal or custom applications on your network, or potential threats. 
https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-admin/app-id/use-application-objects-inpolicy/ 
create-a-custom-application 
 

Question: 3 
   
An engineer must configure the Decryption Broker feature 
Which Decryption Broker security chain supports bi-directional traffic flow? 
 
A. Layer 2 security chain 
B. Layer 3 security chain 
C. Transparent Bridge security chain 
D. Transparent Proxy security chain 



 

Answer: B     
 
Together, the primary and secondary interfaces form a pair of decryption forwarding interfaces. Only 
interfaces that you have enabled to be Decrypt Forward interfaces are displayed here. Your security 
chain type (Layer 3 or Transparent Bridge) and the traffic flow direction (unidirectional or bidirectional) 
determine which of the two interfaces forwards allowed, clear text traffic to the security chain, and 
which interface receives the traffic back from the security chain after it has undergone additional 
enforcement. 

Question: 4 
   
An organization has recently migrated its infrastructure and configuration to NGFWs, for which 
Panorama manages the devices The organization is coming from a L2-L4 firewall vendor, but wants to 
use 
App-ID while identifying policies that are no longer needed 
Which Panorama tool can help this organization? 
 
A. Config Audit 
B. Policy Optimizer 
C. Application Groups 
D. Test Policy Match 
 

Answer: A     
 

Question: 5 
   
Which statement accurately describes service routes and virtual systems? 
 
A. Virtual systems can only use one interface for all global service and service routes of the firewall 
B. The interface must be used for traffic to the required external services 
C. Virtual systems that do not have specific service routes configured inherit the global service and 
service route settings for the firewall 
D. Virtual systems cannot have dedicated service routes configured: and virtual systems always use the 
global service and service route settings for the firewall 
 

Answer: A     
 


