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Question: 1 
   
Which of the following security issues does the Bell-La Padula model focus on? 
Response: 
 
A. Authorization 
B. Confidentiality 
C. Integrity 
D. Authentication 
 

Answer: B     
 

Question: 2 
   
To match the level of protection desired for data, which of the following elements is used? 
Response: 
 
A. Data classification 
B. Impact analysis 
C. Data usage 
D. Security rules 
 

Answer: A     
 

Question: 3 
   
The operations and management processes are lumped together into sustainment because: 
Response: 
 
A. They are at the end of the lifecycle. 
B. They are the major activities during the software use lifecycle period. 
C. They are neither development nor acquisition. 
D. They are strictly control processes for sustaining assurance. 
 

Answer: B     
 

Question: 4 
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____ is an architecture that can mimic desktop applications in usability and function. 
Response: 
 
A. RIA 
B. NFC 
C. REST 
D. SOAP 
 

Answer: A     
 

Question: 5 
   
Backups are an example of what type of control? 
Response: 
 
A. Preventive 
B. Detective 
C. Corrective 
D. Operational 
 

Answer: C     
 

Question: 6 
   
Which criteria should be used to determine the priority for corrective action of a bug in an application? 
Response: 
 
A. Ease of correction effort (fix easy ones fast) 
B. Cost to repair bug 
C. Potential system impact of the bug 
D. Size of the bug in line of code affected 
 

Answer: C     
 

Question: 7 
   
Out-of-band management interfaces solve which of the following problems? 
Response: 
 
A. Require separate communication channel 
B. Require less bandwidth 
C. Reduce development risks 
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D. Reduce operational risks 
 

Answer: D     
 

Question: 8 
   
Data classification is performed at which stage of the lifecycle model? 
Response: 
 
A. Data retention 
B. Disposal 
C. Generation 
D. Data reduction 
 

Answer: C     
 

Question: 9 
   
The repository where the current baseline is preserved is called the: 
Response: 
 
A. Controlled repository 
B. Dynamic repositary 
C. Archive repository 
D. Master repository 
 

Answer: A     
 

Question: 10 
   
Your organization’s software is published as a trial version without any restricted functionality from the 
paid version. 
Which of the following must be designed and implemented to ensure that customers who have not 
purchased the software are limited in the availability of the software? 
Response: 
 
A. Disclaimers 
B. Licensing 
C. Validity periods 
D. Encryption 
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Answer: C     
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