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An administrator is re-adding an existing Replication Partner to the local Symantec Endpoint Protection
Manager site.
Which two parameters are required to re-establish this replication partnership? (Select two.)

A. Remote site Encryption Password

B. Remote server IP Address and port

C. Remote SQL database account credentials
D. Remote server Administrator credentials
E. Remote site Domain ID

Answer: B,D

References: https://support.symantec.com/en_US/article. TECH104455.html

A company uses a remote administration tool that is detected and quarantined by Symantec Endpoint
Protection (SEP).

Which step can an administrator perform to continue using the remote administration tool without
detection by SEP?

A. Create a Tamper Protect exception for the tool

B. Create a SONAR exception for the tool

C. Create an Application to Monitor exception for the tool
D. Create a Known Risk exception for the tool

Answer: D

A Symantec Endpoint Protection (SEP) administrator performed a disaster recovery without a database
backup.

In which file should the SEP administrator add “scm.agent.groupcreation=true” to enable the automatic
creation of client groups?

A. conf.properties

B. httpd.conf
C. settings.conf
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D. catalina.out

Answer: A

References: https://support.symantec.com/en_US/article. TECH160736.html
Question: 4

Why does Power Eraser need Internet access?

A. Validate root certificates on all portable executables (PXE) files
B. Leverage Symantec Insight

C. Ensure the Power Eraser tool is the latest release

D. Look up CVE vulnerabilities

Answer: B

References: https://support.symantec.com/en_US/article. TECH134803.html

Why is Notepad unable to save the changes to the file in the image below?

This is a sample HOSTS file used by Microsoft Ter/ 1P for windows.

"I‘h‘ls file contains the mappings of If addresses to host names. Each
¥ should be kept on an individual line. The 1P address should

hlt placed in the first column followed l:ﬁ the corresponding host name.

The IP address and the host name should be separacted by ar least one

space.

Addft'luna‘l'l¥ comments (such as these) may be inserted on individua)
lines or fo 'icm"ln-g the machine name denoted by a “#° symbol.

For example:

102. 54,94, 97 rhino. acme. com # Source server
3B.25.63.10 ., ACHE , COm # = client host
localhost name resolution is handled within [Elasr N x)

2?. 0.0.1 localhost

Tocalhost

e
192. 1G8. 2'5 230 myserver.company.org h Accsss b cherded
£ i

A. SONAR High Risk detection is set to Block

B. SONAR is set to block host file modifications.

C. Tamper Protection is preventing Notepad from modifying the host file.
D. System Lockdown is enabled.

Visit us at https://www.testsexpert.com/250-428/


https://www.testsexpert.com/250-428/

Answer: B

Which package type should an administrator use to reduce a SEP environment’s footprint when
considering that new SEP 14 clients will be installed on point of sale terminals?

A. Default Standard Client

B. Default Embedded or VDI client
C. Default dark network client

D. Custom Standard client

Answer: B

References: https://support.symantec.com/en_US/article. HOWTO0125381.html
Question: 7

An administrator plans to implement a multi-site Symantec Endpoint Protection (SEP) deployment. The
administrator needs to determine whether replication is viable without having to make network firewall
changes or change defaults in SEP.

Which port should the administrator verify is open on the path of communication between the two
proposed sites? (Type the port number.)

Answer: 8443

References: https://support.symantec.com/en_US/article. HOWT081103.html

A company needs to configure an Application and Device Control policy to block read/write access to all
USB removable media on its Symantec Endpoint Protection (SEP) systems.
Which tool should an administrator use to format the GUID and device IDs as required by SEP?

A. CheckSum.exe

B. DevViewer.exe
C. TaskMgr.exe

D. DeviceTree.exe

Answer: B

An administrator is recovering from a Symantec Endpoint Manager (SEPM) site failure.
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Which file should the administrator use during an install of SEPM to recover the lost environment
according to Symantec Disaster Recovery Best Practice documentation?

A. Original installation log

B. Sylink.xml file from the SEPM
C. Settings.properties file

D. Recovery_timestamp file

Answer: D

References: https://support.symantec.com/en_US/article. TECH160736.html

DRAG DROP

An administrator is unknowingly trying to connect to a malicious website and download a known threat
within a .rar file. All Symantec Endpoint Protection technologies are installed on the client’s system.
Drag and drop the technologies to the right side of the screen in the sequence necessary to block or
detect the malicious file.

Available Technologies Appropriate

Download Insight

shared Insight Cache

Device Control

Firewall

IPS

Tamper Protection

Answer:
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Available Technologies Appropriate

Download Insight Firewall

Shared Insight Cache
IPS

i ntrol
Device Contro Download Insight

Firewall

IPS

Tamper Protection
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