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Using Mandatory Access Control (MAC), we would use clearance for assigning which of these?
Response:

A. Auditing.

B. Authorization.
C. Availability.

D. Authentication.

Answer: B

You can MOST LIKELY be held liable when you display which of these?
Response:

A. Remorse.

B. Negligence.
C. Due diligence.
D. Due care.

Answer: B

After an attack we have suffered a loss of public confidence, which leg of the CIA was compromised?
Response:

A. Integrity

B. Confidentiality
C. Availability

D. Encryption

Answer: B
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Which type of Intrusion Detection Systems (IDS) and Intrusion Prevention System (IPS) are completely
vulnerable to 0-day attacks?
Response:

A. Network based.
B. Signature based.
C. Heuristic based.
D. Behavioral based.

Answer: B

When an attacker is using a brute force attack to break a password, what are they doing?
Response:

A. Looking at the hash values and comparing it to thousands or millions of pre-calculated hashes.
B. Trying every possible key to, over time, break any encryption.

C. Looking at common letter frequency to guess the plaintext.

D. Trying to recover the key without breaking the encryption.

Answer: B

Our networking department is recommending we use a full duplex solution for an implementation.
What is a KEY FEATURE of those?

Response:

A. One way communication, one system transmits the other receives, direction can't be reversed.
B. One way communication, one system transmits the other receives, direction can be reversed.
C. Only one system on the network can send one signal at a time.

D. Both systems can send and receive at the same time.

Answer: D

As an IT Security professional, you are expected to perform due care. What does this mean?
Response:
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A. Continue the security practices of your company.

B. Researching and acquiring the knowledge to do your job right.

C. Apply patches annually.

D. Do what is right in the situation and your job. Act on the knowledge.

Answer: D

You are talking to a new manager of our helpdesk. You are explaining how we do risk analysis. They ask
you: "How do you define a vulnerability?"
Response:

A. The total risk after we have implemented our countermeasures.
B. How bad is it if we are compromised?

C. A weakness that can possibly be exploited.

D. A potential harmful incident.

Answer: C

By implementing a layered defense strategy across our organization, what do we improve?
Response:

A. Availability.

B. Integrity.

C. Confidentiality.
D. All of these.

Answer: D

For our authentication, we are looking at knowledge factors. Which is the MOST common knowledge
factor in use today?
Response:

A. Pass phrase.

B. PINs.

C. One-time passwords.
D. Passwords.
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Answer: D
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